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Introduction

Welcome to the Moxa NAT-102 Series industrial Network Address Translation device.
The following topics are covered in this chapter:

O Overview
O Package Checklist
O Features
> Quick and User-friendly Access Control

» Industrial-grade and Ultra-compact Design



NAT-102 Series Introduction

Overview

The NAT-102 Series is an industrial NAT device that is designed to simplify the IP configuration of machines
in existing network infrastructure in factory automation environments. The NAT-102 Series provides
complete NAT functionality to adapt your machines to specific network scenarios without complicated,
costly, and time-consuming configurations. These devices also protect the internal network from
unauthorized access by outside hosts.

Package Checklist

The NAT-102 Series is shipped with the following items. If any of these items are missing or damaged,
please contact your customer service representative for assistance.

e 1 Industrial NAT device

e USB-C-to-DB9 cable

e Protective caps for unused ports

e Quick installation guide (printed)

e Warranty card

Features

e User-friendly NAT functionality simplifies network integration

e Hands-free network access control through automatic whitelisting of locally connected devices
e Ultra-compact size and robust industrial design suitable for cabinet installation

e Integrated security features to ensure device and network safety

e Supports secure boot for checking system integrity

e -40 to 75°C operating temperature range (-T model)

Quick and User-friendly Access Control

The NAT-102 Series’ Auto Learning Lock feature automatically learns the IP and MAC address of locally
connected devices and binds them to the access list. This feature not only helps you manage access control
but also makes device replacements much more efficient.

Industrial-grade and Ultra-compact Design

The NAT-102 Series’ rugged hardware makes these NAT devices ideal for deployment in harsh industrial
environments, featuring wide-temperature models that are built to operate reliably in hazardous conditions
and extreme temperatures of -40 up to 75°C. Moreover, the ultra-compact size allows the NAT-102 Series
to be easily installed into cabinets.

1-2
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Getting Started

This chapter explains how to access the Industrial NAT device for the first time. There are three ways to
access the device: (1) serial console, (2) Telnet console, or (3) web browser. The serial console connection
method, which requires using a serial cable to connect the Industrial NAT device to a PC's COM port, can be
used if you do not know the Industrial NAT device’s IP address. The Telnet console and web browser
connection methods can be used to access the Industrial NAT device over an Ethernet LAN, or over the
Internet. All monitoring and administration functions can be performed when accessing the device through a
web browser. Accessing the device using the serial console and Telnet console only allow you to manage
basic functions.

The following topics are covered in this chapter:

0 RS-232 Console Configuration (115200, None, 8, 1, VT100)
O Using Telnet to Access the Industrial NAT Device’s Console

O Using a Web Browser to Configure the Industrial NAT Device
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RS-232 Console Configuration (115200, None,
8,1, VT100)

ATTENTION

We strongly suggest that you do NOT use more than one connection method at the same time. Following
this advice will allow you to maintain better control over the configuration of your Industrial NAT device.

NOTE We recommend using Moxa PComm Terminal Emulator, which can be downloaded free of charge from
Moxa’s website.

Before running the PComm Terminal Emulator, use a USB-C-to-DB9-F (or USB-C-to-DB25-F) cable to
connect the Industrial NAT device’s USB-C console port to your PC’s COM port (generally COM1 or COM2,
depending on how your system is set up).

After installing PComm Terminal Emulator, perform the following steps to access the RS-232 console utility.

1. From the Windows desktop, click Start > Moxa > PComm Terminal Emulator.

- bra

Lerary Frogrsmmereg L

I wre=: Teirrnrdl Erndatnor

2. Click Open in the Port Manager menu to open a new connection.

8¥ PComm Terminal Emulator = O X

Profile © Port Manager Help

ﬂ Open Ctrl+Alt+0 H | |
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3. The Communication Parameter page of the Property window will appear. Select the appropriate COM
port from the Serial Parameters list, 115200 for Baud Rate, 8 for Data Bits, None for Parity, and 1 for

Stop Bits.

Praperty ®
Commuriceton Farmmeter | Termingl | Fie Trarler | Captunry |
Prolpcal Is.-d -|

Serdl Farasrulirn
ET— S O -
I Liser defined
[ 10 |! llll
Puty  [tone -
Sap by |! -ll
Fos coniml: [ ATSATS
™ OTROEA
[ soRcsFF
RiSwae ™ ON © OFF
OTRuate: 1 OR 7 OFF

_ Detma |

(o ] coes |

4. Click the Terminal tab, select VT100 for Terminal Type, and then click OK to continue.
5. The Console login screen will appear. Enter the login account (admin or user) and press Enter to jump
to the Password field. Enter the console password or if no password has been configured before, enter

the default password “moxa”

and press Enter.

=

flaging hdsmi
FanEword:

f

WA MAT-100=T Sezies Vi.0 belld 21303418

4IETa8
HIETHE

ke TP

M =T e

Lo

6. Enter a question

mark (?) to display the command list.

4TET40
quit
el
Ealead
tepmipal
=ERY

config-file

Exitc Command Ling Interface
Exit Coxmand Lime Interface
Haler asd Parfass & Cold Reatase
Configurs Tecminal Pags Length
Import of Export File
configuraticn file

[T Hegate a coEmand or set ics defaulcs
aaAvE Zave Mupning Ceafiguration ©o Losal SceEage
ping Fand Loho Mearages
cleac Clear Infcrmation
wheow Fhow Systam Informatiom
configure Enter Configuration Hode
aElEarEgen Camarare FEL sercificate.
wikh L] Cacacats SIH Bear Eay.
TETHE
eaae FEH. B ™ Ry =1k R
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The following table lists commands that can be used when the Industrial NAT device is in console (serial or
Telnet) mode:

Admin Account Commands

Command Description

quit Exit Command Line Interface

exit Exit Command Line Interface

reload Halt and Perform a Cold Restart
terminal Configure Terminal Page Length

copy Import or Export File

config-file Configure file

no Negate a command or set its defaults
save Save Running Configuration to Local Storage
ping Send Echo Messages

clear Clear Information

show Show System Information

configure Enter Configuration Mode

sslcertgen Generate SSL certificate

sshkeygen Generate SSH host key

Using Telnet to Access the Industrial NAT
Device’s Console

You may use Telnet to access the Industrial NAT device’s console utility over a network. To access the NAT
device’s functions over the network (by either Telnet or a web browser) from a PC host that is connected to
the same LAN as the Industrial NAT device, you need to make sure that the PC host and the Industrial NAT
device are on the same logical subnet. To do this, check your PC host’s IP address and subnet mask. By
default, the NAT-102’s LAN IP address is 192.168.127.254 and the subnet mask is 255.255.255.0 (for a
Class C subnet). If you have not changed these values, and your PC host’s subnet mask is 255.255.0.0,
then the PC’s IP address should be 192.168.xxx.xxx. On the other hand, if your PC host’s subnet mask is
255.255.255.0, then its IP address should be 192.168.127.xxx.

NOTE Before accessing the console utility via Telnet, first connect the Industrial NAT device’s RJ45 Ethernet LAN
port to your Ethernet LAN, or directly to your PC’s Ethernet card (NIC). You can use either a straight-
through or cross-over Ethernet cable.

NOTE The Industrial NAT device’s default LAN IP address is 192.168.127.254.

2-4
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Perform the following steps to access the console utility via Telnet.

1. Click Start » Run, and then telnet to the Industrial NAT device’s IP address from the Windows Run

window. (You may also issue the Telnet command from the MS-DOS prompt.)

O 1

- Tiytos thes sron o & progrim, Fokder, document,, o
[ Intinet resousce, and Wirdows wal open & 101 1.

Opn: | belrmt 19. 168, 127.254]

[ 1

|

Cancel I Ercesss. .. I

2. The Console login screen will appear. Enter the login account (admin or user) and press Enter to jump
to the Password field. Enter the console password or if no password has been configured before, enter

the default password “moxa” and press Enter.

W [ T I = 1)

S ML 145 N 81 B Tl

[
=
[mry
legin: afsmin

FanEward:

MR MAT-100=T Series Vi.0 beild 21203418

{26740
KIET750

s DN m = T = e L]

3. Enter a question mark (?) to display the command list.

S
= | 426748
quit - Exit Command Lime Interface
e | mxiT - Exic Ceoxmand Linme Interface
salead = Hale asd Parfaszs & Cold ReEtare
tarmical = Copfiguse Tesminal Pages Length
copy = Impert of Export File
config-file - configuration file
[T - Hejate a coEmand or et its defaulcs
LAVE = Zave Running Cenfiguration o Losal SceEage
ping = Fand Tche MHeanages
cleac = Clesar Infcrmation
wheow - Ehow Systam Infcormatiom
configure - Entar Configuration Hode
S learcgen - Casarate ES1 cercificate.
aakh ey gen - CREREAts SIH Rese Rey.
A2ET4H |
Teges OPEH B =T ™ Ry 4] ] [F ]

The following table lists commands that can be used when the Industrial NAT device is in console (serial or

Telnet) mode:

Admin Account Commands

Command Description

quit Exit Command Line Interface
exit Exit Command Line Interface
reload Halt and Perform a Cold Restart
terminal Configure Terminal Page Length
copy Import or Export File

2-5
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config-file Configure file

no Negate a command or set its defaults

save Save Running Configuration to Local Storage
ping Send Echo Messages

clear Clear Information

show Show System Information

configure Enter Configuration Mode

sslcertgen Generate SSL certificate

sshkeygen Generate SSH host key

Using a Web Browser to Configure the

Industrial NAT Device

The Industrial NAT device’s web browser interface provides a convenient way to modify the NAT device’s
configuration settings and access the device’s monitoring and network administration functions. The
recommended web browser is Microsoft Internet Explorer 6.0 with JVM (Java Virtual Machine) installed.

NOTE To use the Industrial NAT device’s management and monitoring functions from a PC host connected to the
same LAN as the Industrial NAT device, you must make sure that the PC host and the Industrial NAT

device are connected to the same logical subnet.

NOTE Before accessing the Industrial NAT device’s web browser, first connect the Industrial NAT device’s RJ45
Ethernet LAN port to your Ethernet LAN, or directly to your PC’s Ethernet card (NIC). You can use either a

straight-through or cross-over Ethernet cable.

NOTE The Industrial NAT device’s default LAN IP address is 192.168.127.254.

Perform the following steps to access the Industrial NAT device’s web browser interface.

1. Start Internet Explorer, type the Industrial NAT device’s LAN IP address in the address field and press

Enter.

Igj https://192,168, 127,254

2-6
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2. The web login page will open. Enter the username (Admin or User) and password If a password has
not been set yet, enter the default password "moxa”.

MOX/\

LIsormama

LICHG 1M

NAT-102-T

Use the menu tree on the left side of the screen to open the function pages to access each of the NAT's
functions.

W P war e P

i il i § e

L 1 1
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Device Summary and Wizard

This chapter describes how to access the Industrial NAT device’s configuration options, perform monitoring,
and use administration functions. There are three ways to access these functions: (1) RS-232 console, (2)
Telnet console, and (3) web browser.

The web browser is the most user-friendly way to configure the Industrial NAT device, since you can both
monitor the Industrial NAT device and use administration functions from the web browser. A serial or Telnet
console connection only provides access to basic functions. In this chapter, we use the web browser to
introduce the Industrial NAT device’s configuration and monitoring functions.

The following topics are covered in this chapter:

O Device Summary

O Wizard

Step 1: Welcome

Step 2: Network Configuration
Step 3: NAT Settings

Step 4: Device Lockdown

YV V VYV V

Step 5: Setup Complete!
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Device Summary

When logging in to the NAT-102, you will be presented with the Device Summary page. This overview page
contains basic activity and performance information of the device.

n A war v TS

P s

L 1 1

Use the menu tree on the left side of the screen to open the different configuration pages of the NAT's
functions.

Clicking E at the top-left side will close or expand the function menu.

Clicking H at the top-right side will expand the drop-down menu shown below.

| 1

iy  Reboot
) Reselto Defalts

=] LogOut

Reboot

Restart the device.
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Reset to Defaults

This function will reset all settings to their factory default values. Be aware that all your configuration
settings will be permanently deleted.

The Reset to Defaults option gives users a quick way of restoring the Industrial NAT device’s configuration
settings to the factory default values. This function is available in both the console utility (serial or Telnet)
and the web browser interface.

Are youu Suie wou want 1o nesel the systemn configurabions 1o faclory defaull

When prompted, select "Enable” from the drop-down menu to keep certificate database and configuration

information, or select "Disabled” to reset everything to its their factory default value.

Log Out

Log out of the device.

Model Information
This panel shows basic information for the NAT device.

Panel Status

Clicking : : will show the Panel View, representing the faceplate of the actual NAT device.

Davice Summary

Click X to close the panel view of actual NAT device.
Event Summary

Click */&# AlLENEM LBGE =% to jump to the Event Log page.
CPU Usage History (%)

This panel shows the device’s CPU usage. Click E to refresh the information.

Memory Usage History

This panel shows the device’s memory usage. Click E to refresh the information.

3-3
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Wizard

The NAT-102 Series supports a Setup Wizard to help you quickly configure basic device settings including IP
and NAT settings.

Click Wizard in the function column to start the Setup Wizard.

Step 1: Welcome

Click the Next to start the wizard.

= ngﬁ TTER TR EHE = [0 s
O, maa=h Vor @ Furcion wl‘m
nm ﬂllr- 2 Crrelparrioe ﬁ...."_.— e u “

Welcome

T St Wikird il Bip you et w0 Eour Sevics oh e 8 Peey idben

&

Liez | Eyeicorma
N D il Diarllins feoe

D d FAT farees

¥
B s

Srae & Dervicos it

Stag ¥ Satug Coinghits’

i &

Step 2: Network Configuration

Configure the IP address of Port 1 (Internal Port) and Port 2 (External Port) and define the subnet of the
LAN ports on the NAT device. The default LAN IP address is 192.168.127.254, and the default subnet
address is 255.255.255.0.

For more detailed instructions, refer to Network Configuration.

= IO A gy Vel BT AT
O, Sewrrh s m e S wm

0 v ) tten Comtgaias (1] i ] o
Par 1 imenal Par)

B3R 193 188 N T 2 M Isaam =

Part 3 (External Port)

nand 192 168 132y TN TN YA -
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Step 3: NAT Settings

Click a to configure add a NAT rule.

For more detailed instructions, refer to the NAT Settings section in Routing & NAT.

‘Wizmid
- L A — i re— -] D
|
il K
a8 m &
p— - b J— [ i
=] — e N S ) p— —— [T [—r— Py [ ST S——

Step 4: Device Lockdown

Enable the device lockdown feature and select which interface you want to lock down, then click NEXT.

For more detailed instructions, refer to the Device Lockdown section in Security.

= RACM M st Vi piw (5]

e Drwice Locidown

{

o B Iraisss

B

o Citsbins = 8

u

BEEL = [ Aochenn ™

(el v ails Wiy w Lo B g -
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Step 5: Setup Complete!

Click APPLY to apply all settings and finish the process.

NOTE Any existing configurations will be overwritten by the new settings configured in the Setup Wizard.

& e Ao S

= O b boeT

O Sies 1 e @ Py “ﬂi‘_ﬂﬂ
ﬂ.u o ﬂ".l-- T ﬂ-\_.",.-u..- E;-.;__._.... nmm

Setup Comphete!

Bl e 0 checy T ol P OF T devile @ ol vt e e Teme asllega

&

e
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System

The System section includes the most common settings required by administrators to maintain and control
the device.

The following topics are covered in this chapter:

0 System Management
» Device Information
» Firmware Upgrade
» Configuration Backup and Restore
O Account Management
» User Account
» Password Policy
O Management Interface
» User Interface
O Time
» System Time

» Time Zone
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System Management

Device Information

The Device Information screen lets you edit information about the device to make it easier to identify the

device on the network.

Device Information

Darvicw Location

Device Name

Setting

Description

Factory Default

Max. 30 characters

Enter a name for the device. This allows you to more easily
identify the role or application of this unit. For example,
“Factory NAT Device 1”.

NAT device number

Location

Setting

Description

Factory Default

Max. 80 characters

Enter a location for the device to quickly identify where the
device is deployed.

Device Location

Description

Setting Description Factory Default
Max. 40 characters Enter a description for the device. None
Contact Information

Setting Description Factory Default

Max. 40 characters

Enter the contact information of the person responsible for
the device.

None

4-2
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Firmware Upgrade

Click B3 to select a firmware file stored locally on the host computer. With the firmware selected, click
UPGRADE to start the upgrade process. This procedure will take several minutes to complete.

Firmware Upgrade

Configuration Backup and Restore

Local

On large-scale networks, administrators need to configure many network devices. This is often a time-
consuming and error-prone process. By using Configuration Backup and Restore, you can easily
duplicate the system configuration of one NAT device to other NAT devices in a short period of time.

The system configuration, including firewall rules and certificates, only needs to be set up for one device
and can then be backed up to a flash drive. You can then use this flash drive to quickly upload these
configuration settings to other devices.

Click BACK UP button to back up the configuration settings, or click 2 to select a configuration backup file
from the local host or flash drive and then click RESTORE to load the configuration file onto the device.

Configuration Backup and Restore

AL G ini =
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File Encryption

To export the configuration as an encrypted text-based (command line type) configuration file, select the
Configuration File Signature and Signature Information options and enter an encryption key string,
then click APPLY. The key string is also used for decrypting when importing an encrypted configuration file.

Configuration Backup and Restore

File Ercryplion

Ererpiil povansm il st anky -

Configuration File Signature

Setting Description Factory Default

Enabled/Disabled Enable or disable the use of a digital signature for checking None
the configuration file integrity.

Signature Information

Setting Description Factory Default
Encrypt sensitive Only encrypt password-related sensitive information in the Encrypt sensitive
information only exported configuration. information only

Encrypt all information | Encrypt all information in the exported configuration.

Key String
Setting Description Factory Default
Max. 31 characters Enter an encryption key string. This key string is also used to | moxa

decrypt encrypted configuration files.

4-4
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Account Management

User Account

The Moxa Industrial NAT device’s account management function allows you to create, manage, modify, and
remove user accounts. There are three levels of configuration access, admin, supervisor, and user. The
admin accounts have read/write access to all configuration parameters. Supervisors have full editing rights

but cannot create, modify, or delete accounts. User-level accounts have read-only access and can only view
configurations.

NOTE 1. We strongly recommend changing the default password after logging in for the first time.
2. The default ‘fadmin’ account cannot be deleted and is enabled by default.

User Accounts
[+ Q
0 St Uhemane duthoitty
o Enasie :
7 Enstie E
0 o  Enatie - -

Create New Account

click & to create a new user account. Enter a username and password, assign the status and the authority
to the new account, and click CREATE. Once created, the new account will appear in the Account List table.

4-5
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Status
Setting Description Factory Default
Enabled The NAT device can be accessed by the enabled user. None
Disabled The NAT device cannot be accessed by the disabled user.
Username
Setting Description Factory Default
4 to 31 characters Enter a username for the user account. None
Authority
Setting Description Factory Default
Admin The account has read/write access to all configuration
parameters.
Supervisor The account has read/write access to all configuration None
parameters except create, delete, and modify accounts.
User The account can only view configurations but cannot make

any modifications.

New Password

Setting

Description

Factory Default

4 to 16 characters

Enter a password for the user account.

None

Confirm Password

Setting

Description

Factory Default

4 to 16 characters

Enter the password for the user account again.

None

Modify Existing Account

Select the existing account from the Account List table and click # o modify the account. When you are
done modifying the account details, click APPLY to save your changes.

Fo-

Edit Account Settings

Enabied
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Old Password

Setting

Description

Factory Default

4 to 16 characters

If you want to change the account password, enter the
current password of the user account.

None

Delete Existing Account

Select the existing account from the Account List table and click [ | to delete the account.

User Accounts
[ |
= Usenarme Ausorsty
r s ki
O/ A o,
B 7 tabed we

Search Existing Account

Enter the username of the account in the Search field. Any user accounts matching the search criteria will
be shown in the Account List table.

User Accounts
[ +]
o LTl PR Agtharty
j"‘ EETEN &I
] j"" o ST LT LT
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Password Policy

Using the password policy function, administrators can force more complex login passwords to improve the
overall security of the system. At the same time, administrators can configure an account login failure
lockout time to avoid unauthorized users from gaining access.

Password Policy

s

aatied =

Minimum Length

Setting Description Factory Default

4 to 16 characters Enter the minimum required password length. 4

Password complexity strength check

Setting Description Factory Default

Enabled/Disabled Enable or disable the password complexity strength check. Disabled

Must contain at least one digit (0-9)

Setting Description Factory Default

Enabled/Disabled Enable or disable the requirement of the password to contain | Disabled
at least one digit.

Must include both upper and lower case letters (A-Z, a-z)

Setting Description Factory Default

Enabled/Disabled Enable or disable the requirement of the password to include |Disabled
both upper- and lower-case letters.

Must contain at least one special character (~!1@#$% " &*-_:;,.<>{}[]1())

Setting Description Factory Default

Enabled/Disabled Enable or disable the requirement of the password to contain | Disabled
at least one special character.

Management Interface

From the Management Interface screen, you can manage from which interfaces the device can be accessed.
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User Interface

User Interface
Enabiled
Enablec
Enabilsd
Enabiled

izabbec

HTTP

Setting

Description

Factory Default

Enabled/Disabled

Enable or disable HTTP.

Enabled

TCP Port (HTTP)

Setting

Description

Factory Default

2 to 65535

Enter the TCP port for HTTP.

80

Enable HTTPS

Setting

Description

Factory Default

Enabled/Disabled

Enable or disable HTTPS.

Enabled

TCP Port (HTTPS)

Setting

Description

Factory Default

2 to 65535

Enter the TCP port for HTTPS.

443

Enable Telnet

Setting

Description

Factory Default

Enabled/Disabled

Enable or disable Telnet.

Enabled

TCP Port (Telnet)

Setting

Description

Factory Default

2 to 65535

Enter the TCP port for Telnet.

23
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Enable SSH
Setting Description Factory Default
Enabled/Disabled Enable or disable SSH. Enabled

TCP Port (SSH)

Setting Description Factory Default

2 to 65535 Enter the TCP port for SSH. 22

Ping Response (WAN)

Setting Description Factory Default

Enabled/Disabled If a WAN connection has been established, enable this feature | Disabled
to have the WAN port respond to ping requests.

NOTE

To successfully ping the WAN port, make sure “Ping Response (WAN)"” is enabled, and the ping sender IP is
in the “Trusted Access” list, or “Accept All LAN Port Connection” in Trusted Access is enabled.

MOXA Service

Setting Description Factory Default

Enabled/Disabled This option will be supported in a future firmware version. Disabled

TCP Port for Moxa Service (Encrypted)

Setting Description Factory Default

2 to 65535 This option will be supported in a future firmware version. 443

UDP Port for Moxa Service (Encrypted)

Setting Description Factory Default

2 to 65535 This option will be supported in a future firmware version. 40404

Maximum Number of Login Sessions for HTTP+HTTTPS

Setting Description Factory Default

1to 10 Specify the maximum combined number of users that can be |5
logged in to the NAT device using HTTP and HTTPS. The
maximum number of users is 10.

Maximum Number of Login Sessions for Telnet+SSH

Setting Description Factory Default

1to5 Specify the maximum combined number of users that can be |5
logged in to the NAT device using Telnet and SSH. The
maximum number of users is 5.
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Time

System Time

The Moxa Industrial NAT device’s system time can be synced with an NTP server or can be user-specified.
The system time is also used for time stamps in functions such as automatic warning emails.

NOTE The Moxa Industrial NAT device does not feature a real-time clock. If there is no NTP server on the
network or the device is not connected to the Internet, the Current Time and Current Date must be
manually reconfigured after each reboot.

Time

System Time

LD -

0%:34 Pu s

m Sy W B vt Bl i

Current Time

This shows the current date, time, and time zone.

NOTE Click Sync With Browser to synchronize the device’s clock with the browser time. Click Refresh to update
all the information on the page.

Clock Source

Setting Description Factory Default
Local Set the clock source to local time. This will require you to Local
manually specify the time and date.
SNTP Set the clock source to SNTP.
NTP Set the clock source to NTP.

Time Server

Setting Description Factory Default

Time server 1/2 If SNTP or NTP is selected as the clock source, specify the None
time server

Date
Setting Description Factory Default
Date Set the date manually. Current date

DD/MM/YYYY
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Time

Setting Description

Factory Default

Time Set the time manually.

Current time
HH:MM AM/PM

NTP Server

System Time

Digabhe T

NTP Server

Setting Description

Factory Default

Enabled/Disabled Enables NTP server functionality for clients.

Disabled

Time Zone

Time fone

LITC=0800% Tadpss -
Dufighit Sarving

Dhgaiiegd

Har

End

Qs
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System Uptime

Indicates how long the Moxa NAT device has been online for since the last cold start.

Current Time

Indicates the current date and time.

Time Zone
Setting Description Factory Default
Time zone Specify the time zone, which is used to determine the local UTC

time offset from UTC.

Daylight Saving

The Daylight Saving time settings are used to automatically set the device’s time forward according to

national standards.

Status

Setting

Description

Factory Default

Enabled/Disabled

Enable or disable Daylight Saving time.

Disabled

Start
Month
Setting Description Factory Default
User-specified month | Specify the month the Daylight Saving time begins. None
Week
Setting Description Factory Default
User-specified week Specify the week the Daylight Saving time begins. None
Day
Setting Description Factory Default
User-specified day Specify the day the Daylight Saving time begins. None
Hour
Setting Description Factory Default
User-specified hour Specify the hour the Daylight Saving time begins. None
Minutes
Setting Description Factory Default
User-specified minutes | Specify the minutes the Daylight Saving time begins. None
End
Month
Setting Description Factory Default
User-specified month | Specify the month the Daylight Saving time ends. None
Week
Setting Description Factory Default
User-specified week Specify the week the Daylight Saving time ends. None
Day
Setting Description Factory Default
User-specified day Specify the day the Daylight Saving time ends. None
Hour
Setting Description Factory Default

User-specified hour

Specify the hour the Daylight Saving time ends.

None
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Minutes

Setting

Description

Factory Default

User-specified minutes

Specify the minutes the Daylight Saving time ends.

None

Offset

Offset (Hour)

Setting

Description

Factory Default

User-specified hour

Specify the number of hours that the time should be set
forward during Daylight Saving time.

0

NOTE

Changing the time zone will automatically correct the current time. Be sure to select the time zone before

setting the time.
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Network Configuration

The following topics are covered in this chapter:

O Port
» Port Settings
O Layer 2 Switching
» VLAN
» MAC Address Table

O Layer 3 Interfaces
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Port

Port Settings

Port settings let you manage port access, port transmission speed, flow control, and port type (MDI or
MDIX). The NAT-102 Series has two RJ45 Ethernet ports.

Setting
Port Settings
Srtlrsg
a
Powt Slafun  Mdedia Type oL pion SpeediTuplin  Flow Corfral  DL00
F £ 5 e LS L e i
fr Frabbdad  AOCOTH LS Ry Eerlola 2l L
Modify Port Settings
Click # to modify the settings of the corresponding port.
Edil Part 1 Settings
Enabled -
Cr-sabied = i3
Status
Setting Description Factory Default
Enabled Allows data transmission through the port. Enabled
Disabled Disables the port.
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Media Type
Setting Description Factory Default
Media type Displays the port’s media type. Current media type
Description
Setting Description Factory Default
Max. 127 characters Specifies an alias for the port to help administrators None

differentiate between different ports. Example: PLC 1

Speed
Setting Description Factory Default
Auto Allows the port to use the IEEE 802.3u protocol to negotiate | Auto
the port speed and duplex mode with the connected device.
The port and connected devices will determine the best speed
for that connection.
100M-Full Select a fixed speed and duplex mode if the connected
100M-Half Ethernet device has trouble auto-negotiating the line speed.
10M-Full
10M-Half

Flow Control

This setting allows you to enable or disable the flow control feature for the port when the port’s Speed is set
to Auto. Flow control helps manage the data transfer rate between the NAT-102 and the connected Ethernet

device.
Setting Description Factory Default
Enable Enables flow control for this port when the port’s Speed is set | Disabled
to Auto.
Disable Disables flow control.
MDI/MDIX
Setting Description Factory Default
Auto Allows the port to auto-detect the port type of the connected |Auto
Ethernet device and change the port type accordingly.
MDI Choose MDI or MDIX if the connected Ethernet device has
MDIX trouble auto-negotiating for port type.

Status

The Status page shows the current status of the Ethernet ports including the port transmission speed, flow
control, and port type (MDI or MDIX).

Port Settings

Slahwi

[ AT S Flow Conirol  RZRPANX
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Layer 2 Switching

VLAN

The VLAN section is used for configuring VLAN functionality for the NAT-102's ports.

Using Virtual LAN

Setting up Virtual LANs (VLANs) on your Moxa Industrial NAT device increases the efficiency of your network
by dividing the LAN into logical segments, as opposed to physical segments. In general, VLANs are easier to
manage.

The VLAN Concept

What is a VLAN?

A VLAN is a group of devices that can be located anywhere on a network, but which communicate as if they
are on the same physical segment. With VLANs, you can segment your network without being restricted by
physical connections—a limitation of traditional network design. With VLANs you can segment your network
into:

o Departmental groups—you could have one VLAN for the marketing department, another for the
finance department, and another for the product development department.

¢ Hierarchical groups—you could have one VLAN for directors, another for managers, and another for
general staff.

e Usage groups—you could have one VLAN for email users and another for multimedia users.

Switch A

Backbone connects miktiple swiiches

Switch B

Dapartrmant 1
VLAN 1

Dapartrent 2
WLAN 2

Department 3
VLAN 3

Benefits of VLANs
The main benefit of VLANSs is that they provide a network segmentation system that is far more flexible than
traditional networks. Using VLANs also provides you with three other benefits:

¢ VLANS ease the relocation of devices on networks: With traditional networks, network
administrators spend much of their time dealing with moves and changes. If users move to a different
sub-network, the addresses of each host must be updated manually. With a VLAN setup, if a host
originally on VLAN Marketing, for example, is moved to a port on another part of the network, and
retains its original subnet membership, you only need to specify that the new port is on VLAN Marketing.
You do not need to do any re-cabling.

¢ VLANSs provide extra security: Devices within each VLAN can only communicate with other devices on
the same VLAN. If a device on VLAN Marketing needs to communicate with devices on VLAN Finance, the
traffic must pass through a routing device or Layer 3 switch.
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¢ VLANS help control traffic: With traditional networks, congestion can be caused by broadcast traffic
that is directed to all network devices, regardless of whether or not they need it. VLANs increase the
efficiency of your network because each VLAN can be set up to contain only those devices that need to
communicate with each other.

Managing a VLAN
A new or initialized Moxa Industrial NAT device contains a single VLAN—the Default VLAN. This VLAN has
the following definition:

e VLAN Name—Management VLAN
e Management Port—1 (if tagging is required)

All of the ports are initially placed on this VLAN, and it is the only VLAN that allows you to access the
management software of the NAT device over the network.

Global

VLAN

Management VLAN

Management VLAN

Setting Description Factory Default

1,2 Select the VLAN ID of this Moxa NAT device. 1

Management Port Quick Settings
Use this for quick and easy configuration of VLAN settings for multiple ports at once.

Management Port

Setting Description Factory Default

1,2 Select the management port of this Moxa NAT device. Set the | None
Mode, PVID, Tagged VLAN ID, and Untagged VLAN ID and
click APPLY button to create the VLAN ID configuration table.
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VLAN
1 o
BArrane &
Mode
Setting Description Factory Default
Access Select the Access port type to connect single devices without |Access
tags.
Trunk Select the Trunk port type to connect another 802.1Q VLAN
aware NAT device.
Hybrid Select Hybrid port to connect another Access 802.1Q VLAN
aware NAT device or another LAN that combines tagged
and/or untagged devices and/or other NAT devices/hubs.
PVID
Setting Description Factory Default
1,2 Set the default VLAN ID for untagged devices that connect to |1
the port.

Tagged VLAN

Setting

Description

Factory Default

All Member VIDs, 1, 2

If the Mode is set to Trunk or Hybrid, set the other VLAN ID
for tagged devices that connect to the port. Use commas to
separate different VIDs.

1

Untagged VLAN

Setting

Description

Factory Default

All Member VIDs, 1, 2

If the Mode is set to Trunk or Hybrid, set the other VLAN ID
for tagged devices that connect to the port and tags that
need to be removed in egress packets. Use commas to
separate different VIDs.

None
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Settings

VLAN

[0 VAN M Pord

& Q
Pot  mode maD Urbigged VAN Taggea VLAN

. e i i

y Acie i 1

Create a VLAN
Click [+ to create a VLAN.

Create WLAN
L
VID
Setting Description Factory Default
VLAN ID Enter the VLAN ID. You can create multiple VLANs at once by |None
entering single VLAN IDs or a range of IDs. For example, 2,
4-8, 10-13.
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Modify an Existing VLAN
Click # to modify the settings of the corresponding VLAN entry.

BCCESS -

Mode
Setting Description Factory Default
Access Select the Access port type to connect single devices without |Access
tags.
Trunk Select the Trunk port type to connect another 802.1Q VLAN
aware NAT device.
Hybrid Select Hybrid port to connect another Access 802.1Q VLAN
aware NAT device or another LAN that combines tagged
and/or untagged devices and/or other NAT devices/hubs.
PVID
Setting Description Factory Default
1,2 Set the default VLAN ID for untagged devices that connect to |1
the port.
Tagged VLAN
Setting Description Factory Default
All Member VIDs, 1, 2 | If the Mode is set to Trunk or Hybrid, set the other VLAN ID 1
for tagged devices that connect to the port. Use commas to
separate different VIDs.

Untagged VLAN

Setting Description Factory Default

All Member VIDs, 1, 2 |If the Mode is set to Trunk or Hybrid , set the other VLAN ID | None
for tagged devices that connect to the port and tags that
need to be removed in egress packets. Use commas to
separate different VIDs.
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Delete a VLAN
Select the VLAN from the list and click . to delete it.

Switchport Table

From the VLAN Switchport Mode Table, you can review created VLAN groups, joined Access, Trunk and
Hybrid ports.

VLAN
o a
WLAN  Hiybrid Pod Tk Porl St Porll
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MAC Address Table

The MAC address table shows the MAC address list of devices that have passed through the Moxa Industrial
NAT device. The Aging Time indicates how the long the MAC address remains stored in the device before it
is removed from the list. Once a MAC address is removed, the NAT device will no longer forward frames
originating from this MAC address.

MAC Address Table

s

1 i DR OT TRl L Ut i

You can quickly filter MAC addresses by entering one of the following criteria into the Search field.

Learnt Unicast Show all learnt Unicast MAC addresses.

Static Show all Static, Static Lock, and Static Multicast MAC addresses.
Multicast Show all Static Multicast MAC addresses.

Port x Show all MAC addresses associated with a specific port.

The table displays the following information:

VLAN This field shows the VLAN ID.

MAC Address This field shows the MAC address.

Type This field shows the type of this MAC address.

Port This field shows the port that this MAC address belongs to.
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Layer 3 Interfaces

LAN

Layer 3 Interfaces

Create a LAN Interface
Click [+ to create a LAN Interface.

(Rl R | 233235359

Enter the name of the LAN interface, set VLAN Interface to Enabled, select a VLAN ID that is already
configured in the Layer 2 VLAN settings, and assign an Alias, IP address, Netmask, and Virtual MAC Address
for the interface. Click CREATE to activate this interface.

Creald LAMN Intefface Entry

Eratled -
24 (255 255 FEE )
00000000000
Name
Setting Description Factory Default
Max. 12 characters Enter a name for the interface. None
VLAN Interface
Setting Description Factory Default

Enabled/Disabled

Enable or disable the VLAN interface.

Enabled
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VLAN ID
Setting Description Factory Default
1 to 4093 Enter the VLAN ID. None
Alias
Setting Description Factory Default
Max. 31 characters Enter an alias for the VLAN interface. None
IP Address
Setting Description Factory Default
IP address Specify the IP address of the interface. None
Netmask
Setting Description Factory Default

Subnet mask

Specify the subnet mask of the interface.

24 (255.255.255.0)

Virtual MAC
Setting Description Factory Default
Virtual MAC Enter the virtual MAC address of the interface. 00:00:00:00:00:00

Delete a LAN Interface
Select the entry from the LAN Interface List and click W o delete it.

Modify a LAN Interface

Click ry to modify the attributes and click APPLY button to change the configuration.

NOTE

You can create up to 10 LAN interfaces by configuring each port with unique VLAN ID numbers.
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WAN

Layer 3 Interfaces

WAl

Enablad = [maie P ]

VLAN ID

VLAN ID

The Moxa Industrial NAT device’s WAN interface is VLAN-based. All ports associated with the selected VLAN
ID will act as a single WAN interface.

Setting Description Factory Default

VLAN ID Select a VLAN ID. The Moxa Industrial NAT device’'s WAN None
interface is VLAN-based. All ports associated with the selected
VLAN ID will act as a single WAN interface.

Connection
Status

Setting Description Factory Default
Enabled/Disabled Enable or disable the WAN interface. Disabled

Connection Type

Setting Description Factory Default
Static IP Choose the connection type. For more details and Dynamic IP
Dynamic IP configuration settings for each type, refer to Dynamic IP,

PPPoE Static IP, and PPPoE.
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Dynamic IP Connections

Layer 3 Interfaces

PPTP Dialup

WAl

D IP ]

The Point-to-Point Tunneling Protocol is used for Virtual Private Networks (VPN). Remote users can use PPTP
to connect to private networks from public networks.

Status
Setting Description Factory Default
Enabled/Disabled Enable or disable the PPTP connection. Disabled
IP Address
Setting Description Factory Default
IP Address The PPTP service IP address. 0.0.0.0
Username
Setting Description Factory Default
Max. 30 Characters The username used to dial in to the PPTP service. None
Password
Setting Description Factory Default
Max. 30 characters The password used to dial in to the PPTP service. None
MPPE Encryption
Setting Description Factory Default
None/Encrypt Enable or disable the MPPE encryption. None
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Example

Suppose a remote user (IP: 10.10.10.10) wants to connect to the internal server (private IP: 30.30.30.10)
via the PPTP protocol. The IP address for the PPTP server is 20.20.20.1. The necessary configuration
settings are shown in the following figure.

WAN 1P WiaN 1P
613210010 T2.51.30.30
PPTPIP (Clisnk) PPTP IP [Sorverk
b 1R e R 20,20.20.1/32
= o i W -
& m IL'— | I
- __:-_ 3 .-'..--_. ___:- [ | i
A A Q2 0.90.30.1 024
Satic Faubs: Skakic Route:
Durstinastion Destiration
Addass Netmask Mozt Hop Aclcireas Mtk Kext Mop
SO 200 SRR DER SRR D 132000 10,1 0.00.0 DER AR JRR D 20.20.20.2
Mo
1 tha L5 is Linue, the Next Hop is 20,20.20.1
Virtual MAC
Virtual MAC
Setting Description Factory Default

Virtual MAC Address

The virtual MAC address.

None

DNS Settings

Primary DNS Server

Setting Description Factory Default
IP Address The primary DNS IP address. 0.0.0.0
Secondary DNS Server

Setting Description Factory Default
IP Address The secondary DNS IP address. 0.0.0.0

Tertiary DNS Server

Setting Description Factory Default
IP Address The tertiary DNS IP address. 0.0.0.0

NOTE

The priority of a manually configured DNS will be higher than the DNS from the PPPoE or DHCP server.
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Static IP Connections

Layer 3 Interfaces
Erabiles - Siabtie P -
il formad
Disable -

=Re i) LR 0L

Address Information

IP Address

Setting Description Factory Default
IP Address The interface IP address. 0.0.0.0
Netmask

Setting Description Factory Default
IP Address The subnet mask. None

Gateway

Setting Description Factory Default
IP Address The gateway IP address. 0.0.0.0
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PPPoOE Connections

Layer 3 Interfaces
LA
i
Erabled =  PPPoE
PPPof Dialup
W irtunl MAL

PPPoE Dialup

Username

Setting Description Factory Default
Max. 30 characters The username used to log into the PPPoE server. None

Password

Setting Description Factory Default
Max. 30 characters The password used to log into the PPPOE server. None

Host Name

Setting Description

Factory Default

Max. 30 characters The user-defined host name of the PPPoOE server.

None
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Secondary IP

The Layer 3 interface can also act as a secondary IP, as in the example below, if the user needs to expand
more IP addresses in the LAN segment and does not want to change the settings of the original interface
IP/device, the new secondary IP can be used to create a new network segment.

. LAN Inbertace: 192.168.1
The original configuration does —— Bacondafy P 1@ ?ﬁ,g}ﬁ

not need to be changed

- 5 o bt
& - - x = = = -
& 5 ||
I | R —— % | s
{1 !_ J L
5 = - ; # . -

. Dlld PLEY Oid = PLEX L Mo = PLECT MHaw = PLCX
BB 1ZT.10 182,188 12T - 1832, 168,138, 10 192168178 X
hﬂl_ﬁ:l'.i'ﬁll -G'll'r;lg?_‘]ll. g5t GW- 182188120 354 G- B2 108,128,354

Layer 3 Interfaces
AN Wk Seiin ey P
[+ ] o,
[ s VLAMID I adkbess Hetrradh Tipe

Create a Secondary IP
click E to create a secondary IP.

Select the interface and assign an IP address and subnet mask for the interface. Click CREATE to activate
this interface.

Create Secondary IP Entry
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Delete a Secondary IP
Select the interface from the Secondary IP List and click W o delete it.

Layer 3 Interfaces
[ | Q
= mierisce VLAN 1D P Addeeny WrlesLe Tree
[} f LAH i 1%L 1881371 Ja 8 34 48 a5 sl

Modify a Secondary IP
Click ry to modify the attributes and click APPLY to change the configuration.

5-19



6

Network Service

The following topics are covered in this chapter:

O DHCP Server

vV V V

v

General
DHCP
MAC-based IP Assignment

Port-based IP Assignment

> Lease Table
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DHCP Server

General

DHCP Server

1 abdad -

Mode

Setting Description

Factory Default

Disabled, Select the DHCP Server Mode.
DHCP/MAC-based
assignment,
Port-based IP
assignment

Disabled

DHCP

The Industrial NAT device provides a DHCP (Dynamic Host Configuration Protocol) server function for LAN
interfaces. When configured, the Industrial NAT device will automatically assign an IP address to an

Ethernet device from a defined IP range.

DHCP Server
[ +] =]
4580 Pezzd oF Brege Hateri Wk iranr Tirer jmini  Defeul Saiwweg OHE Trrewr |
| i IERITEIINIM e

Create a DHCP Server Pool
Click a to create a new DHCP Server Pool.
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Create DHCP Server Pool

g m

Status

Setting

Description

Factory Default

Enable/Disable

Enable or disable the DHCP server pool.

None

Starting IP Address

Setting Description Factory Default
IP Address The starting IP address of the DHCP IP range. None

Subnet Mask
Setting Description Factory Default

Subnet Mask

The subnet mask for DHCP clients.

None

Ending IP Address

Setting

Description

Factory Default

IP Address

The ending IP address of the DHCP IP range.

None

Default Gateway

Setting

Description

Factory Default

IP Address

The default gateway for DHCP clients.

None

Lease Time

Setting Description Factory Default
5 to 99999 minutes The lease time of the DHCP server. 1440
DNS Server 1

Setting Description Factory Default
IP Address The first DNS server for DHCP clients. None
DNS Server 2

Setting Description Factory Default
IP Address The second DNS server for DHCP clients. None
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NTP Server
Setting Description Factory Default
IP Address The NTP server for DHCP clients. None
NOTE 1. The DHCP Server is only available for LAN interfaces.

2. The starting and ending IP addresses of the DHCP IP pool must be in the same logical subnet.

Delete a DHCP Pool
click W next to the DHCP pool entry to delete it.

Modify a DHCP Pool
Click # to modify the attributes and click APPLY to change the configuration.

MAC-based IP Assignment

Use the MAC-based IP list to ensure that devices connected to the Industrial NAT device always use the
same IP address. The MAC-based IP list matches IP addresses to MAC addresses.

DHCP Server

Ll Bam b LT L U Wk Lisbeym ey T pey Dbl ey W e 1 DAl e | LT

In the above example, a Hostname “Device-01" was added to the list, with a MAC-based IP address set to
192.168.127.101 and MAC address set to 00:09:ad:00:aa:01. When a device with a MAC address of
00:09:ad:00:aa:01 is connected to the Industrial NAT device, the Industrial NAT device will assign the IP
address 192.168.127.101 to this device.
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Create a MAC-based IP Entry

Click & to create a new MAC-based IP list. The hostname, IP address, and MAC address must be different
from any existing MAC-based IP entries.

Create Entry
o

Status

Setting Description Factory Default
Enable/Disable Enable or disable the MAC-based IP server function. None

Hostname

Setting Description Factory Default
Max. 63 characters The name of the device. None

IP Address

Setting Description Factory Default
IP Address The IP address of the device. None

Subnet Mask
Setting Description Factory Default
Subnet Mask The subnet mask of the device. None

MAC Address
Setting Description Factory Default
MAC Address The MAC address of the device. None

Default Gateway
Setting Description Factory Default
IP Address The default gateway of the device. None

Lease Time
Setting Description Factory Default

6-5



NAT-102 Series

5-99999 minutes The lease time of the device. 1440
DNS Server 1

Setting Description Factory Default
IP Address The first DNS server for the device. None
DNS Server 2

Setting Description Factory Default
IP Address The second DNS server for the device. None
NTP Server

Setting Description Factory Default
IP Address The NTP server for the device. None

Delete a MAC-based IP Entry
Select the entry from the list and click [ | to delete it.

Modify a MAC-based IP Entry
Click # to modify the attributes and click APPLY button to change the configuration.

Port-based IP Assighment

DHCP Server

Peri-kawd i da s

a a,

Forl oA B AR et gl Lpead T ey Defest dateway DMESEnET 0 BHEBEWEd HERBEve

Create a Port-based IP Entry
Click a to create Port-based IP list.
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Create Entry
Status
Setting Description Factory Default
Enable/Disable Enable or disable the Port-based IP function. None
Port
Setting Description Factory Default
Port Select the physical port on the device to associate the IP None
with.
IP Address
Setting Description Factory Default
IP Address The IP address of the connected device. None
Subnet Mask
Setting Description Factory Default

Subnet Mask

The subnet mask for the connected device.

None

Default Gateway

Setting

Description

Factory Default

IP Address

The default gateway for the connected device.

None

Lease Time

Setting Description Factory Default
5-99999 minutes The lease time of the connected device. 1440
DNS Server 1
Setting Description Factory Default
IP Address The first DNS server for the connected device. None
DNS Server 2
Setting Description Factory Default
IP Address The second DNS server for the connected device. None
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NTP Server
Setting Description Factory Default
IP Address The NTP server for the connected device. None

Delete a Port-based IP Entry
Select the entry from the list and click [ | to delete it.

Modify a Port-based IP Entry
Click r to modify the attributes and click APPLY to change the configuration.

Lease Table

The Lease Table provides an overview of the current DHCP clients.

DHCP Server
Legas Tabie
c Q
Hiag inarmes 1P dodrenn MUAD drfdmgn Time Lefi
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Routing & NAT

The following topics are covered in this chapter:

O Unicast Routing
» Static Routes
» Routing Table
O NAT Settings
» NAT Concept
1-to-1 NAT Overview
1-to-1 NAT
N-to-1 NAT
PAT

vV V VYV VYV V

Advance
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Unicast Routing

The Industrial NAT device supports static routing. A routing entry includes the following items: the
destination address, the next hop address (which is the next router along the path to the destination
address), and a metric that represents the cost to access a different network.

Static Route

You can define static routes by specifying the next hop (or router) that the Industrial NAT device forwards
data to within a specific subnet. The settings of the Static Route will be added to the routing table and
stored on the Industrial NAT device.

Static Routes

The Static Routes page is used to configure the Industrial NAT device’s static routing table.

Static Routes
[+ a,
0O Sata higme Do an Aok gy Fesimagic Heah Hop Meing

Create a Static Route
Click a to create new static route. Click CREATE to add the entry to the Static Routing Table.

Creale Mew Static Route
Status
Setting Description Factory Default
Enable/Disabled Enable or disable the static route. None
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Name

Setting Description Factory Default
10 characters The name of the static route. None
Destination Address

Setting Description Factory Default
Destination address Specify the destination IP address. None
Netmask

Setting Description Factory Default
Netmask Specify the subnet mask for this IP address. None
Next Hop

Setting Description Factory Default
Next hop Specify the next router on the path to the destination IP. None
Metric

Setting Description Factory Default
Metric Specify the cost of the route. None

Delete a Static Route

Select the entry from the list and click [ | to delete it.

Modify an Existing Static Route
Click # to modify the attributes and click APPLY to change the configuration.

Routing Table

The Routing Table page shows all routing entries.

Routing Table
& 4]
ndmy  Tyge Degtiratinn ASdres et Hap wrierface Hame Metne

gerected L rR T R Frry) 19118812775 LK
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NAT Settings

NAT Concept

NAT (Network Address Translation) is a common security function for changing the IP address during
Ethernet packet transmission. When the user wants to hide the internal IP address (LAN) from the external
network (WAN), the NAT function will translate the internal IP address to a specific IP address, or an
internal IP address range to one external IP address. The benefits of using NAT include:

e The N-1 or Port forwarding NAT function hides the internal IP address of a critical network or device to
increase the security of industrial network applications.

e NAT uses the same private IP address for different, but identical, groups of Ethernet devices. For
example, 1-to-1 NAT makes it easy to duplicate or extend identical production lines.

NOTE The NAT function will check if incoming or outgoing packets match the policy. It starts by checking the
packet with the first policy (Index=1); if the packet matches this policy, the Industrial NAT device will
translate the address immediately and will then start checking the next packet. If the packet does not
match this policy, it will check with the next policy.

NOTE The NAT-102 supports a maximum of 128 NAT policies.

1-to-1 NAT Overview

If the internal device and external device need to communicate with each other, choose 1-to-1 NAT, which
offers bi-directional communication (N-to-1 and Port Forwarding are both unidirectional communication NAT
functions).

IO N N R RN R MR RN EN MR NN NN W R W

10.10.10.1
182.168.100.1

T
RTLLLLE
TN

=

Hemote user WaN Matwork ST S, e, L i
Production line

1-to-1 NAT is usually used when you have a group of internal servers with private IP addresses that must
connect to the external network. You can use 1-to-1 NAT to map the internal servers to public IP addresses.
The IP address of the internal device will not change. 1-to-1 NAT will also create a corresponding secondary
IP address (10.10.10.1) if the device is in the same subnet as the incoming interface.
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The figure below illustrates how a user could extend production lines and use the same private IP addresses
of internal devices in each production line. The internal private IP addresses of these devices will map to
different public IP addresses. Configuring a group of devices for 1-to-1 NAT is easy and straightforward.
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1-to-1 NAT Settings in Production Line 1
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1-to-1 NAT

Create a 1-to-1 NAT Entry

Lreate Index 1

Enabided -

Cesabiled = [Deasbied b

Original Packet (Conditian)

0.0.0.0
Translated Packet (Action)
0.0.0.0
Status
Setting Description Factory Default
Enable/Disabled Enable or disable the NAT policy. Enabled
Description
Setting Description Factory Default
Description Enter the name of the NAT rule. None
Priority
Setting Description Factory Default
1to 128 Enter the index of the NAT rule. 1
NAT Mode
Setting Description Factory Default
1-to-1 Select the NAT type. 1-to-1
N-to-1
PAT
Advance
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NAT Loopback

Setting Description

Factory Default

Enable/Disabled Enable or disable the NAT loopback function. Refer to NAT

Loopback for more information.

Disabled

Double NAT

Setting Description

Factory Default

Enable/Disabled Enable or disable the Double NAT function. Refer to Double

NAT for more information.

Disabled

Original Packet (Condition)

Incoming Interface

Setting Description Factory Default
All Select the incoming interface for NAT rule. LAN

LAN

WAN
Destination IP

Setting Description Factory Default
IP Address Set the public IP address which the internal IP will be 0.0.0.0
translated into.

Translated Packet (Action)

Destination IP

Setting Description

Factory Default

IP Address Specify the Internal IP address in LAN network area

0.0.0.0

NAT Loopback

Nat Loopback is designed to facilitate communication with service servers which have external IP translation

within the same LAN segment. Consider the following scenario:

LAN1
—_— 10.10.10.254 {__wgh_sm.ar :
: dl - 192.168.127.20
| -
; ‘ i
ot LANZ
DMNS Server

192.168.127.254

——

Host

192 188.127.10

1. Host tries to access the web server via www.xyz.com
2. The DNS server replies the Web Server IP: 10.10.10.20

3. The Host will start to send the request packets to 10.10.10.20.



http://www.xyz.com/
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With NAT Loopback disabled:

Because the request packet comes from Host, the incoming interface does not match any NAT rule.

The NAT-102 will receive the request packet because the NAT rule has created secondary IP:
10.10.10.20.

The NAT-102 sends the response packet to Host itself.
Host will access the NAT-102's web page via www.xyz.com.

With NAT Loopback enabled:

The NAT-102 will forward the request packet from Host to the Web Server with Destination (from
10.10.10.20 to 192.168.127.20) and Source (from 192.168.127.10 to 10.10.10.20) IP translation.

The Web Server sends the response packet to the NAT-102. The NAT-102 then forwards it to Host with
Destination (from 10.10.10.20 to 192.168.127.10) and Source (from 192.168.127.20 to 10.10.10.20) IP
translation.

Host will correctly access the Web Server via www.xyz.com.

0 e — e R o . L o o R s
.l" &
Bidirectional 1-to-1 NAT
1 - -
| - -
= Ewiernal .
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10.0.0.1 'IF 24 10,0001 00 18316801 lgz'lﬁa'ﬂ'lm / :4
$ ¢ - ik
L ] i
i 10.0.0.2 24 5 .
Indernal :lllilll i-illlllllll.lllillllillllill:
= commoinication 1obae1 WAT from
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1 1000E [/ 24 i
TREr— - e T e v wem mewl e
i
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For some applications, devices need to talk to both internal and external devices without using a gateway.
Bidirectional 1-to-1 NAT can do Network Address Translation in both directions without needing a gateway.

Double NAT

The traditional bidirectional 1-to-1 NAT concept uses two 1-to-1 rules to facilitate two-way communication,
as in the example below. With Double NAT, only 1-to-1 rule is necessary. The NAT-102 will automatically
translate the incoming and outgoing addresses as if it was handling two separate rules, one for inbound and
one for outbound. The main advantage of Double NAT is that it reduces the number of NAT rules and
necessary IP addresses.
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Example
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* Two ettings
o T ted IPs

1-to-1 with Double NAT
«  Dne rule setting
* One dedicated IP

NOTE

The Industrial NAT device can obtain an IP address via DHCP or PPPoE. However, if this dynamic IP address
is the same as the WAN IP for 1-to-1 NAT, then the 1-to-1 NAT function will not work. For this reason, we
recommend disabling the DHCP/PPPoE when using the 1-to-1 NAT.

N-to-1 NAT

Lreate Indeéx 1

Enabled -

Male=1 #

Owigimal Packet (Conditbon)

0,000 0a0g

Transkated Packet [ Action)

8-9

If the user wants to hide the Internal IP address from users outside the LAN, the easiest way is to use the
N-to-1 (or N-1) NAT function. N-1 NAT replaces the source IP address with an external IP address and adds
a logical port number to identify the connection of this internal/external IP address. This function is also
called “"Network Address Port Translation” (NAPT) or “IP Masquerading”.

The N-1 NAT function is a one-way connection from an internal secure area to an external non-secure area.
The user can initialize the connection from the internal to the external network but not the other way
around.
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Status
Setting Description Factory Default
Enable/Disabled Enable or disable the NAT policy. Enabled
Description
Setting Description Factory Default
Description Enter the name of the NAT rule. None
Priority
Setting Description Factory Default
1to 128 Enter the index of the NAT rule. 1
NAT Mode
Setting Description Factory Default
1-to-1 Select the NAT type. 1-to-1
N-to-1
PAT
Advance

Original Packet (Condition)

Source IP: Start

Setting Description Factory Default

IP address Specify the starting IP address of the source IP range. 0.0.0.0

Source IP: End

Setting Description Factory Default

IP address Specify the ending IP address of the source IP range. 0.0.0.0

Translated Packet (Action)

Outgoing Interface

Setting Description Factory Default
All Select the outgoing interface for the NAT rule. All

LAN

WAN

PAT (Port Address Translation)

If the initial connection is from outside the LAN, but the user still wants to hide the internal IP address, one
way to do this is to use the PAT NAT function.

The user can specify the port number of an external IP address (WAN1 or WAN2) in the Port Forwarding
policy list. For example, if the IP address of a web server in the internal network is 192.168.127.10 with
port 80, the user can set up a Port Forwarding policy to let remote users connect to the internal web server
from external IP address 10.10.10.10 through port 8080. The Industrial NAT device will transfer the packet
to IP address 192.168.127.10 through port 80.

The PAT NAT function is one way of connecting from an external insecure area (WAN) to an internal secure
area (LAN). The user can initiate the connection from the external network to the internal network, but not
the other way around.
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Hemote user

WAN Network
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Create a PAT NAT Entry

Create Indes 1

Enabiled

PAT

D=anied

&1

0.0.00

= [egabhed =

Original Packel (Cenditian)

Transkated Pacioet (Action)

o i i b | Wi . - ::-_ T e a— : -I.—- --rI':-
I o 15 e oy iy FEra pa ik gy g 1 1y "
Enable
Setting Description Factory Default
Enable/Disabled Enable or disable the NAT policy. Enabled
Description
| Setting Description Factory Default
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Description Enter the name of the NAT rule. None
Priority

Setting Description Factory Default
1to 128 Enter the index of the NAT rule. 1
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NAT Mode
Setting Description Factory Default
1-to-1 Select the NAT type. 1-to-1
N-to-1
PAT
Advance
Protocol
Setting Description Factory Default
ICMP Select the NAT policy protocol. None
TCP
UDP
NAT Loopback
Setting Description Factory Default
Enable/Disabled Enable or disable the NAT loopback function. Refer to NAT Disabled
Loopback for more information.
Double NAT
Setting Description Factory Default
Enable/Disabled Enable or disable the Double NAT function. Refer to Double Disabled
NAT for more information.

Original Packet (Condition)

Incoming Interface

Setting Description Factory Default
All Select the interface for the NAT policy. LAN

LAN

WAN

Destination Port

Setting

Description

Factory Default

1 to 65535

Specify the destination port number.

0

Translated Packet (Action)

Destination IP

Setting

Description

Factory Default

IP Address

Specify the translated IP address in the internal network.

0.0.0.0

Destination Port

Setting

Description

Factory Default

1 to 65535

Specify the translated port number in the internal network.

0
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Advance

The Advance NAT function opens up all available options to advanced users to customize their own settings.

Create [midex 1
Enasied =
Edvanca -
Ceigimal Packe [Conditicn)
&1 -
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&y 5
5 =
Singhs -
g
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& -
A =
By =
Single -
=il sl
Sircls =
a

L
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Enable

Setting Description Factory Default
Enable/Disabled Enable or disable the NAT policy. Enabled
Description

Setting Description Factory Default
Description Enter the name of the NAT rule. None
Priority

Setting Description Factory Default
1to 128 Enter the index of the NAT rule. 1
NAT Mode

Setting Description Factory Default
1-to-1 Select the NAT type. 1-to-1

N-to-1

PAT

Advance
Protocol

Setting Description Factory Default
ICMP Select the NAT policy protocol. None

TCP

UDP

Original Packet (Condition)

Incoming Interface

Setting Description Factory Default
All Select the interface for the NAT policy. All

LAN

WAN

Source IP Mapping Type

Subnet mask

Setting Description Factory Default
Any Select the source IP mapping type. Any

Single

Range

Source Port Mapping Type

Setting Description Factory Default
Any Select the source port mapping type. Any

Single

Range

Destination IP Mappin

g Type

Subnet mask

Setting Description Factory Default
Any Select the destination IP mapping type. Any

Single

Range
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Destination Port Mapping Type

Setting Description Factory Default
Any Select the destination port mapping type. Single

Single

Range

Destination Port

Setting Description Factory Default

1 to 65535 Specify the destination port number. 0

Translated Packet (Action)

Outgoing Interface

Setting Description Factory Default
All Select the interface for the NAT policy. All

LAN

WAN

Source IP Mapping Type

Setting Description Factory Default
Any Select the source IP mapping type. Any

Single

Range

Subnet mask
Dynamic

Source Port Mapping Type

Setting Description Factory Default
Any Select the source port mapping type. Any

Single

Range

Destination IP Mapping Type

Setting Description Factory Default
Any Select the destination IP mapping type. Single

Single

Range

Subnet mask

Destination IP

Setting Description Factory Default

IP Address Specify the translated IP address in the internal network. 0.0.0.0

Destination Port Mapping Type

Setting Description Factory Default
Any Select the destination port mapping type. Single

Single

Range

Destination Port

Setting Description Factory Default

1 to 65535 Specify a translated port number in the internal network. 0
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Firewall

The following topics are covered in this chapter:

O Policy Concept
O Layer 3 Policy
» Create a New Firewall Policy

> Automation Profile
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Policy Concept

A firewall device is commonly used to provide secure traffic control over an Ethernet network, as illustrated
in the following figure. Firewall devices are deployed at critical points between an external network (the
non-secure part) and an internal network (the secure part).

WAN LAN

-
External or Unsecure area Internal or Unsecure area

Firewall Policy:

* Incoming/Cutgoing

= |FiMAC

+ Protocal (TCE, UDE..)
* Source IP/Port

= Destination |PYPaort

= Accept/Drop

Layer 3 Policy

The Industrial NAT device’s firewall policy provides secure traffic control and allows users to have more
control over network traffic based on certain parameters.

Layer 3 Policy

et = -
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Firewall Event Log

If enabled, the Industrial NAT device keeps real-time event logs for different types of firewall events. You
can choose to save these logs locally or send them to the Syslog server.

Malformed Packets

Enable this option to have the system record event logs when malformed packets are dropped. These logs
can be stored locally or be sent to a syslog server. You can also adjust the severity of these events.

Create a New Firewall Policy

Click a to create a new firewall policy.

Lreald Index

Enaties =

et Emangenty -

Al = Bl =

P Address Files =

ACCEPT .
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Index

The index number is generated automatically.

Status

Setting

Description

Factory Default

Enable/Disable

Enable or disable the firewall policy.

Enabled

Name

Setting

Description

Factory Default

Custom string

Enter a name for the firewall rule.

None

Severity

Setting

Description

Factory Default

<0> Emergency
<1> Alert

<2> Critical

<3> Error

<4> Warning

<5> Notice

<6> Informational
<7> Debug

Select the severity of firewall event.

<0> Emergency

Local Storage

Setting

Description

Factory Default

Check/Uncheck

When checked, the firewall white/blacklist rule event logs are
stored in the local storage and will show in “Event Log” table.

Unchecked

Syslog Server

Setting

Description

Factory Default

Check/Uncheck

When checked, firewall white/blacklist rule event logs are
sent to a Syslog server.

Unchecked

From Interface

Setting Description Factory Default
All Select the From interface. All

LAN

WAN

Any

To Interface

Setting Description Factory Default
All Select the To interface. All

LAN

WAN

Any

Automation Profile

Setting

Description

Factory Default

Refer to the
Automation Profile

section.

Select the Protocol parameters for the firewall policy.

None

Filter Mode

Setting

Description

Factory Default

IP Address Filter

The firewall policy will filter based on IP address.

IP Address Filter
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Source MAC Filter

The firewall policy will filter based on MAC address and
source. This mode is disabled and its functionality is replaced
by the “Port Security/Device Lockdown” feature instead.

Action Profile

packet within the specified range.

Setting Description Factory Default
Accept The packet will be allowed through if it matches the firewall Accept
policy.
Drop The packet will be denied if it matches the firewall policy.
Source IP
Setting Description Factory Default
All The firewall policy will check all source IP addresses in the All
packet.
Single The firewall policy will check for a single specified source IP
address in the packet.
Range The firewall policy will check for source IP addresses in the

Source Port

packet within the specified range.

Setting Description Factory Default
All The firewall policy will check all source port numbers in the All
packet.
Single The firewall policy will check for a single specified source port
number in the packet.
Range The firewall policy will check for source port numbers in the

Destination IP

the packet within the specified range.

Setting Description Factory Default
All The firewall policy will check all destination IP addresses in All
the packet.
Single The firewall policy will check for a single specified destination
IP address in the packet.
Range The firewall policy will check for destination IP addresses in

Destination Port

the packet within the specified range.

Setting Description Factory Default
All The firewall policy will check all destination port numbers in All
the packet.
Single The firewall policy will check for a single specified destination
port number in the packet.
Range The firewall policy will check for destination port numbers in

NOTE The Industrial NAT device’s firewall function will check if incoming or outgoing packets match the firewall
policy. It starts by matching the packet to the first policy (Index = 1); if the packet matches this policy, it
will accept the packet immediately and then check the next packet. If the packet does not match this policy,
it will match it with the next policy.

NOTE The NAT-102 supports a maximum of 32 firewall policies.
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Delete a Firewall Policy

Select the policy from the list and click [ | to delete it.

Modify a Firewall Policy
Click # to modify the attributes and click APPLY to change the configuration.

Automation Profile

Ethernet Fieldbus protocols are popular in industrial automation applications. In fact, many Fieldbus
protocols (e.g., EtherNet/IP and Modbus TCP/IP) can operate on an industrial Ethernet network, with the
Ethernet port number defined by IANA (Internet Assigned Numbers Authority). The Industrial NAT device
supports the Automation Profile feature, which includes 45 different pre-defined profiles (Modbus TCP/IP,
Ethernet/IP, etc.), allowing users to create an industrial Ethernet Fieldbus firewall policy with just a single
click.

For example, if the you want to create a Modbus TCP/IP firewall policy for an internal network, you just
need to select the TCP or UDP protocol from the Automation Profile drop-down menu on the Create a
New Firewall Policy page.

Lrenld IndeEx

Enabled -

= Emangency -

The following table shows the Automation Profile for Ethernet Fieldbus Protocol and the corresponding port
number:
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Ethernet Fieldbus Protocol Port Number
TCP 34980
UDP 34980
ICMP N/A
EtherNet/IP I/O (TCP) 2222
EtherNet/IP I/O (UDP) 2222
EtherNet/IP messaging (TCP) 44818
EtherNet/IP messaging (UDP) 44818
FF Annunciation (TCP) 1089
FF Annunciation (UDP) 1089
FF Fieldbus Message Specification (TCP) 1090
FF Fieldbus Message Specification (UDP) 1090
FF System Management (TCP) 1091
FF System Management (UDP) 1091
FF LAN Redundancy Port (TCP) 3622
FF LAN Redundancy Port (UDP) 3622
LonWorks (TCP) 2540
LonWorks (UDP) 2540
LonWorks2 (TCP) 2541
LonWorks2 (UDP) 2541
Modbus TCP/IP (TCP) 502
Modbus TCP/IP (UDP) 502
PROFInet RT Unicast (TCP) 34962
PROFInet RT Unicast (UDP) 34962
PROFInet RT Multicast (TCP) 34963
PROFInet RT Multicast (UDP) 34963
PROFInet Context Manager (TCP) 34964
PROFInet Context Manager (UDP) 34964
IEC 60870-5-104 process control over IP (TCP) 2404
IEC 60870-5-104 process control over IP (UDP) 2404
DNP3 (TCP) 20000
DNP3 (UDP) 20000

The Automation Profile also includes entries for other commonly used Ethernet protocols listed in the

following table:

Ethernet Protocol Port Number
IPsec NAT-Traversal (TCP) 4500
IPsec NAT-traversal (UDP) 4500
FTP-data (TCP) 20
FTP-data (UDP) 20
FTP-control (TCP) 21
FTP-control (UDP) 21
SSH (TCP) 22
SSH (UDP) 22
Telnet (TCP) 23
Telnet (UDP) 23
HTTP (TCP) 80
HTTP (UDP) 80
IPsec (TCP) 1293
IPsec (UDP) 1293
L2TP (TCP) 1701
L2TP (UDP) 1701
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Ethernet Protocol

Port Number

PPTP (TCP) 1723
PPTP (UDP) 1723
RADIUS (TCP) 1812
RADIUS (UDP) 1812
RADIUS Accounting (TCP) 1813
RADIUS Accounting (UDP) 1813
Ethercat (TCP) 34980
Ethercat (UDP) 34980
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Security

For the purposes of this document, certificate management refers to the X.509 SSL certificate. X.509 is a
digital certificate method commonly used for IPsec, OpenVPN, and HTTPS authentication. The Industrial NAT
device can act as a Root CA (Certificate Authority) and issue a trusted Root Certificate. Alternatively, users
can import certificates from other CAs into the Industrial NAT device.

Certificates are a time-based authentication mechanism. Before processing certificates, make sure the
Industrial NAT device’s clock is synced properly. For more details regarding system time synchronization,
refer to the Time section.

The following topics are covered in this chapter:

O Device Security
» Login Policy
» Trusted Access
» SSH & SSL

O Network Security
» Port Security
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Device Security

Login Policy

Login Policy

Login Message

Setting

Description

Factory Default

Max. 512 characters

Enter a welcome message that will appear when users log in
to the device.

None

Login Authentication Failure Message

Setting

Description

Factory Default

Max. 512 characters

Enter a message that will appear if the user failed to log in.

None

Login Failure Account

Lockout

Setting

Description

Factory Default

Enabled/Disabled

Enable or disable the lockout function which will temporarily
prevent users from logging in after several failed login
attempts.

Disabled

Login Failure Retry Threshold

Setting Description Factory Default
1 to 10 times Specify the number of login retry attempts before the useris |5
locked out.
Lockout Duration
Setting Description Factory Default

1 to 10 minutes

Specify the lockout duration.

5

Auto Logout After

Setting

Description

Factory Default

Max. 1440 minutes

When the user is idle for the specified duration, the user will
be automatically logged out from the device. The default
duration is 5 minutes.

5
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Trusted Access

The NAT device uses an IP address-based filtering method to control access.

Trusted Access

Enabisd -

Enablied -

O Local Sterage [0 Sysiog Sever
Depatibac = i Emegency -

a = o

O frcdew Slatem IP Addreny Metmark

Enable Logging Trusted Access Events

To enable the Trusted Access event log function, select set the Log option to Enable and check either or
both the Local Storage or Syslog Server options. You may also define the severity of the Trusted Access
types and record it in the event.

Create a Trusted Access Entry

You can control which IP addresses can have access to the Moxa industrial NAT device by adding them to
the Trusted Access list. If enabled, only addresses on the list will be allowed access to the Moxa industrial
NAT device.

Click a to add an IP address to the Trusted Access list.

-

LrEate Index 1

Enabled -
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Each IP address and netmask entry can be tailored for different situations, for example:

 Grant access to one host with a specific IP address
For example, enter IP address 192.168.1.1 with netmask 255.255.255.255 to allow access to

192.168.1.1 only.

¢ Grant access to any host on a specific subnetwork
For example, enter IP address 192.168.1.0 with netmask 255.255.255.0 to allow access to all IPs on the
subnet defined by this IP address/netmask combination.

e Grant access to all hosts

Disable the Trusted Access list. Select Disabled in Trusted IP List (Disabling this will allow all IP

connections).

The following table shows additional configuration examples:

Hosts That Need Access

Input Format

Any host

Disable

192.168.1.120

192.168.1.120 / 255.255.255.255

192.168.1.1 to 192.168.1.254

192.168.1.0 / 255.255.255.0

192.168.0.1 to 192.168.255.254

192.168.0.0 / 255.255.0.0

192.168.1.1 to 192.168.1.126

192.168.1.0 / 255.255.255.128

192.168.1.129 to 192.168.1.254

192.168.1.128 / 255.255.255.128

Delete a Trusted Access Entry

Select the entry from the Trusted Access List and click [ | to delete it.

Modify a Trusted Access Entry

Click r to modify the attributes and click APPLY to change the configuration.

SSH & SSL

SSH

The NAT device will generate a SSH certificate automatically by default. If not, click REGENERATE to

regenerate the SSH host key.

S5H & SSL

G5

Regererale B5H Key
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SSL

On the SSL screen, you can generate an SSL certificate.

SSH & SSL

Certificate Source

=18

Setting

Description

Factory Default

Auto Generate

The NAT device will generate a certificate automatically. If
not, select “Enabled” in Regenerate SSL Certificate to
generate a certificate.

Local Certificate
Database

Select the certificate you want to import into Local Certificate
Database. The certificate that can be loaded here is limited to
“Certificate from CSR"” and “Certificate From PKCS#12".

Auto Generate

Regenerate SSL Certificate

Setting

Description

Factory Default

Enabled/Disabled

Enable or disable SSL Key regeneration.

Disabled
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Local Certificate

You can manually import certificates to the Industrial NAT device.

Cartilicats

me

iy By Engérghion [aie

Import Identity Certificate

Setting Description Factory Default
Certificate, Select the type of certificate. Certificate
Certificate from Valid certificates must have the .crt file extension.

PKCS#12 Certificate from PKCS#12 must have the .p12 file extension.
Label

Setting Description Factory Default

Max. 30 characters

Enter a label for the certificate.

None

Select Certificate

Setting

Description

Factory Default

Select Certificate

Click & and select the certificate you want to import. The
certificate that can be loaded here is limited to “Certificate
from CSR” and “Certificate From PKCS#12".

None
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Network Security
Port Security

Device Lockdown

Device Lockdown provides an easy way to automatically establish firewall whitelisting. Users do not need to
know the device IP or MAC to establish firewall rules. The Learning function allows the device to learn device
information through network traffic to set up whitelisting rules.

Port Security

Disable -
Db - 160
.
MAGL Address ¥
Oisabies w als Waming = Local Sompe .

Carnciiphion Metwork Aoceni = Addiemi WARC Addriia mtwriice [ty Feom

m o TR e L] Eh ST LB T

Manual Learning
Click START LEARNING to have the device learn the whitelist information from ARP tables through network
traffic. Click STOP LEARNING to stop the process.
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Configure Automatic Learning

Status
Setting Description Factory Default
Enabled/Disabled Enable or disable the automatic learning function. Disabled

Auto Learning on Startup

Setting Description Factory Default

Enabled/Disabled Enable or disable auto learning on startup. Disabled

Learning Period

Setting Description Factory Default
30 to 86400 seconds Specify the duration auto learning will be enabled for. 180
Interface

Setting Description Factory Default
LAN/WAN Select an interface to lock down. Only one interface can be None

locked down at any given time.

Lockdown Mode

Setting Description Factory Default

MAC Address, Select the firewall filtering criteria. MAC Address
MAC+IP Access

Log

Setting Description Factory Default

Enabled/Disabled Enable or disable device lockdown event logs. Disabled

Severity

Setting Description Factory Default

<0> Emergency Select the severity of device lockdown events. <4> Warning
<1> Alert

<2> Critical

<3> Error

<4> Warning

<5> Notice

<6> Informational
<7> Debug

Log Destination

Setting Description Factory Default
Local Storage/Syslog Choose to store device lockdown event logs locally or send Local Storage
Server them to a Syslog server.
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Diagnostics

Through the Diagnostics section, you can keep track of the system and network performance, consult event
logs, and check the status of the port connectors.

The Industrial NAT device also provides Ping tools for administrators to diagnose network systems.
The following topics are covered in this chapter:

0 System Status
» Resource Utilization
O Log & Event Notification
» Event Log
» Event Notification
» Syslog
» Email Notifications
O Tools
» Ping
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System Status

Resource Utilization

On this page, you can view the system resource utilization history, including current and historical CPU and
memory usage.

Click G to refresh the information.

Resource Utilization

CPU Lsage e CPU Usage Mistony i

Memory Usage 5 Memaory Usage Hislooy (-}

28.7. - " o
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Log & Event Notification

Event Log

Event Log

Event Log

Overwrine 0 cldest ewent fog -
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Oversize-Action
Setting Description Factory Default
Overwrite the oldest Select the oversize action when the log storage is full. Overwrite the oldest
event log, event log
Stop recording event
logs

Click G to refresh the event logs.
Click BZ to delete all logs.

Click &4 to export all logs to a file.
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Threshold Settings

In the Threshold Settings screen, you can set up an early warning that triggers when the log storage has
exceeded the specified storage threshold.

Event Log
Oisabled = B
Capacity Warning
Setting Description Factory Default

Enabled/Disabled

Enable or disable capacity warning.
The Registered Action can be configured for individual events
by editing the event on the Event Notifications page.

Disabled

Warning Threshold

Setting

Description

Factory Default

50 to 100 %

Enter the threshold percentage of the current storage. Once
the storage exceeds this value, the warning will trigger.

50

Method
Setting Description Factory Default
Email Choose how the warning is sent. Email

Event Notification

System

System Events are related to the overall function of the device. Each event can be activated independently
with different warning approaches. Administrator also can decide the severity of each system event.
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Event Notifications
a
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Click r to modify the System Event Notification.

Edil Event Motificetion

Dssabled -

EMERL -

Event Name

Setting Description

Cold Start The power input was cut off and then reconnected.

Warm Start The device was rebooted, such as when network parameters are changed (IP

address, subnet mask, etc.).

Config. Change A configuration item has been changed.

Auth. Failure An incorrect username or password was entered.

Status

Setting Description Factory Default
Enable/Disabled Enable or disable system event notifications. Disabled
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Registered Action

There are two response actions available on the NAT Series when events are triggered.

Setting

Description

Factory Default

E-Mail

The device will send a notification to the email server defined
in the Email Setting section.

Syslog

The device will record the event on the syslog server defined
in the Syslog Server Setting section.

None

Severity

Setting

Description

Factory Default

EMERG

System is unusable

ALERT

Action must be taken immediately

CRIT

Critical conditions

ERROR

Error conditions

WARN

Warning conditions

NOTICE

Normal but significant condition

INFO

Informational messages

DEBUG

Debug-level messages

EMERG

Port

Port Events are related to the activity of a specific port.

Event Notifications
m—
a
Enabie L Cn Lk G EareEiTy) REQaEEd ACIHA
. EMERG
' EMERG
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Modify a Port Event Notification
Click # to modify the Port Event Notification.

Edil Event Mothcation

D=abled

D-ganled

Desabled

EMERT

Port Name

This is the physical port (1 or 2) on the NAT-102 device.

Status

Setting

Description

Factory Default

Enable/Disabled

Enable or disable event notifications for the port.

Disabled

Link-On

Setting

Description

Factory Default

Enable/Disabled

If enabled, an event is triggered when the port is connected
to another device.

Disabled

Link-Off

Setting

Description

Factory Default

Enable/Disabled

If enabled, an event is triggered when the port is
disconnected (e.g., the cable is pulled out, or the connected
device is shut down).

Disabled

Registered Action

There are two response actions available on the NAT series when events are triggered.

Setting Description Factory Default

E-Mail The device will send a notification to the email server defined |None
in the Email Setting section.

Syslog The device will record the event on the syslog server defined
in the Syslog Server Setting section.

Severity

Setting Description Factory Default

EMERG System is unusable EMERG

ALERT Action must be taken immediately

CRIT Critical conditions
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Setting Description Factory Default
ERROR Error conditions

WARN Warning conditions

NOTICE Normal but significant condition

INFO Informational messages

DEBUG Debug-level messages

Syslog

Syslog
LA ] Cal v
14
Digabled .
314
i Sadnbiard ¥
514
Syslog Server 1/2/3
Setting Description Factory Default
Enabled/Disabled Enable or disable syslog server 1/2/3. Disabled
Address 1/2/3
Setting Description Factory Default
Address 1/2/3 Enter the IP address of Syslog server 1/2/3. None
UDP Port
Setting Description Factory Default
1 to 65535 Enter the UDP port of Syslog server 1/2/3. 514

NOTE The following events will be recorded into the Moxa industrial NAT device’s Event Log table, and will then be
sent to the specified Syslog Server:
e Cold start
e Warm start
e Configuration change activated
e Authentication fail
e Port link on/off
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Email Notifications

Email Notifications

Mail Server

Setting Description Factory Default
Max. 60 characters The email server address. None

TCP Port

Setting Description Factory Default
1 to 65535 The TCP port of the email server. 25

Username

Setting Description Factory Default
Max. 60 characters The username used to log in to the email server. None

Password

Setting Description Factory Default
Max. 60 characters The password used to log in to the email server. None

Sender Address

Setting Description Factory Default

Max. 60 characters

Enter the sender’s email address.

None

1st/2nd/3rd/4th Recipient Email Address

Setting

Description

Factory Default

Max. of 60 characters

You can set up to 4 email addresses to receive alarm emails
from the NAT device.

None

Send Test Email

After you complete the email settings, click APPLY to apply the settings first and then press the Send Test

Email button to verify that the settings are working correctly.
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NOTE Auto warning e-mail messages will be sent through an authentication-protected SMTP server that supports
the CRAM-MDS5, LOGIN, and PAIN methods of SASL (Simple Authentication and Security Layer)
authentication mechanism.

We strongly recommend not entering your account name and password if auto warning e-mail messages are
delivered without an authentication mechanism.

The Ping function uses the ping command to give you a simple but powerful tool for troubleshooting network
problems.

Enter the target IP address or domain name you want to ping in the IP Address/Domain Name field and click
PING. Click * to expand the results of the ping test to identify any possible problems.

Ping

Bing resuk
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Account Privileges List

This appendix lists the privileges for the different account roles.

User Role Privileges

The following table lists the privileges of the different user roles for the functions of the device.
The table uses the follow letter designations:

e R: Read-only privilege
e W: Write privilege
e R/W: Read/write privilege

Function Account Privilege
System Admin Supervisor User
System Management

- Device Information R/W R/W R

- Firmware Upgrade R/W R/W R

- Configuration Backup and Restore R/W R/W R

- Restore R/W R/W R
Account Management

- User Account R/W R R

- Password Policy R/W R/W R
Management Interface

- User Interface R/W R/W R
Time

- System Time R/W R/W R

- Time Zone R/W R/W R
Network Configuration Admin Supervisor User
Port

- Port Settings R/W R/W R
Layer 2 Switching

- VLAN R/W R/W R

- MAC Address Table R R R
Layer 3 Interface R/W R/W R
Network Service Admin Supervisor User
DHCP Server R/W R/W R
Routing & NAT Admin Supervisor User
Unicast Routing

- Static Routes R/W R/W R

- Routing Table R R R
NAT Setting R/W R/W R
Firewall Admin Supervisor User
Layer 3 Policy R/W R/W R
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Security Admin Supervisor User
Device Security

- Login Policy R/W R/W R

- Trusted Access R/W R/W R

- SSH & SSL R/W R/W R
Network Security

- Port Security R/W R/W R
Diagnosis Admin Supervisor User
System Status

- Resource Utilization R/W R/W R
Log & Event Notification

- Event Log R/W R/W R

- Event Notifications R/W R/W R

- Syslog R/W R/W R

- Email Notifications R/W R/W R
Tools

- Ping R/W R/W R
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